
Key Dynamic Character Substitution Encryption System 

1) Introduction  

Most available digital encryption systems work on the manipulation of bit elements of each 

character(byte) of an input text. However the author believes that Key Dynamic Character 

Substitution Encryption System (KDCSES), which simply substitutes each character of the 

input text by a new character, will achieve the same level of encryption effectiveness.  The 

overall process can be illustrated by the following diagram. 
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Diagram 1  :  Overall KDCSES process

 
Using the user’s key input as its seed, KDCSES encrypts a plain text into a character based 

ciphered text which is almost impossible to decipher without the knowledge of the user’s 

key or the algorithms of KDCSES.   

 

 

 

 

 

 



2) KDCSES Process 

KDCSES consists of several sub processes in achieving its overall objective of highly 

effective text encryption. The sub processes are :- 

2.1)   Key Superimpose Process 

User input a digital key which can consist of any number of Unicode characters. 

KDCSES  superimposes the user’s key with its embedded key which can also be 

any number of Unicode characters. The superimposed key is used for following 

encryption process. For example if KDCSES uses the 95 characters on a normal US 

computer keyboard and for a superimposed key length of 64 characters, it will take 

at least 95 power 64 or 3.7 time 10 power 126 times to guesses the superimposed 

key in order to decipher the encryption. However it may take more guesses since 

the referenced character substitution table varies as a function of the superimposed  

key. For example if we know from the key that a character say  A will be substituted 

by the character in the next position which is usually B, this is not true with KDCSES. 

KDCSES has modified the normal characters sequence so B is no longer the next 

character to A.  

The following diagram illustrates the Key Superimpose Process.

Diagram 2 :  KDCSES keys superimpose process
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2.2)   Change Referenced Characters Sequence Process 

As discussed in section 2.1, KDCSES use the superimposed key as a function to 

change the sequence of characters for its substitution reference. Therefore even if 

we know that A will be substituted by the character next to it, we don’t know which 

one it is. If the referenced character set has 95 characters, its sequence can be 

changed to have patterns up to factorial 95 times which is 10 power 148 times. The 

process is illustrated in the following diagram. 
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Diagram 3 : Change Referenced Characters Sequence Process

 
  

 

 

 

 

 

 



 

 2.3)   Block Encryption Process 

KDCSES divides its input text into blocks for encryption. The length of each block is 

the same as the superimposed key length. KDCSES uses each character in the 

input text and the value of each character in the superimposed key to find out and 

pick a character in the Modified Referenced Character Set as the substituting 

character.  

The process is illustrated in the following diagram. 
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Diagram 4 : KDCSES Block Encryption Process
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However for successive blocks of input text, KDCSES modifies the Superimposed 

Key and therefore changes the value for the character substitution process. With 

this algorithm, corresponding characters in two blocks will likely have different 

substituting characters.  

The encryption process for successive blocks of text can be illustrated in the 

following diagram. 
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Diagram 5 : KDCSES modify the superimposed key to obtain a new key for each 

later block of text encryption.       
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3) Implementation of KDCSES 

Using JAVA and Netbeans, the author developed a computer program incorporating the  

KDCSES process. The program uses an embedded key of 64 characters long. The 

referenced characters consist of all characters on a US Compaq computer keyboard. The 

program is run to encrypt various patterns of plain text. The encryption produces results 

which seem highly effective. 

 

 Diagrams 6 illustrate various patterns of plain text and their encryption result  without a user 

key. 

 
 

 

 



 

 

Diagrams 7 illustrate various patterns of plain text and their encryption result with a user 

key. 

 
 

 

 

 

 

 

 

 



 

4) KDCSES Performance Analysis 

4.1)      Ease of Implementation  

It is relatively easier to develop a computer program to implement KDCSES for text 

encryption. There is no requirement of knowledge about bit manipulation and its 

programming library. 

             4.2)     Ease of Use 

The encryption program can be programmed to have a different embedded key for 

each organization. With this arrangement persons within an organization can 

encrypt and decrypt a document without the need of a user key input and the 

encryption will be protected from other organization due to its embedded key 

uniqueness. For higher classified text, user can input a key which is known only to 

an assigned group within the organization. 

             4.3)      Multi Language Support    

 As long as the referenced character set includes the characters of the languages, 

their encryption is supported. 

             4.4)      Encryption Effectiveness   

We define encryption effectiveness as the difficulty level in decryption an encrypted 

text without the knowledge of the encryption program and the user input key. 

KDCSES has no limits on the user key length, embedded key length, and the 

number of characters in the referenced character set. Therefore KDCSES produces 

encryption result with encryption effectiveness exponentially varied with the number 

of reference characters. 

 

 



 

 

KDCSES 

  Referenced characters 95 150 

       Variations 1.033E+148 5.7134E+262 

      User's key length 64 96 

        Variations 3.7524E+126 8.0308E+208 

   

   

   Bit Approach Encryption 

  Referenced bits 2 2 

       Variations 2 2 

      User's key length 64 96 

        Variations 1.3408E+154 1.5525E+231 
 

  

  5) Inventor  

KDCSES is invented in late 2010 – early 2011 by the author of this paper, Mr. Nikorn 

Luangchotikul. He is also a software application developer. He can be contacted at 

nikornluang@yahoo.com.  

 


